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ABSTRACT

Recently, several cache side channel attacks have been proposed to extract secret information by exploiting design flaws
of the microarchitecture. The Flush+Reload attack, one of the cache side channel attack, can be applied to malicious
application attacks due to its properties of high resolution and low noise. In this paper, we proposed a detection system,
which detects the cache-based attacks using the PCM(Performance Counter Monitor) for monitoring CPU cache activity.
Especially, we observed the variation of each counter value of PCM in case of two kinds of attacks, Spectre attack and
secret recovering attack during AES encryption. As a result, we found that four hardware counters were sensitive to cache
side channel attacks. Our detector based on machine learning including SVM(Support Vector Machine), RF(Random Forest)
and MLP(Multi Level Perceptron) can detect the cache side channel attacks with high detection accuracy.
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Fig. 2. Multi-Layer Perceptron network
#3l Adam 5 ARSI

Il FHA] R3E 32 A

riok
oN

.E
om
>~
o

2

Jo:i

3.1 &g

i
riok

PCM2 7| A Aol wale] A3 34
2AA 2 AHE ZUERE] A% =] A
+H #2 A&} Flush+Reload 34l 7]
g ANA T FAe] AdE o PCMe] A3t
7H-E] Fho] ofEA Wstsh=A] el ¢Jgt
S-S okt 2e] FA skt

Ao A" Astel=  Intel  Core(TM)
15-8400 2.80GHz =Z=ZAAME sistz 8GBY
DDR4 wixe]E A3t 9l Ubuntu 16.04
LTS°1W 34 ELX] ARE Aot £ =i
s AAACR A3 9§ HY

o[r o[r[
N

> O
o2

e
ol
do

3.2 oAl 2 71Hk EX|7] M

Flush+Reload 7|8t FAd FAo] 213=|
o] Al 2ds o] &gt %7—31 Aol 282 &
Aslz] ¢l PCM 7H
S e

o]l

T

1

Ti,%% Al g 1170

9] F=go] AL = Table 13',]- 2t} 7]

A 110 A ol Ag o= PCME o] &

3o CPUE RYEHT o ]Z:E?;H WshE 7
% 1 oJHl Eo]7] wjFolc}.

Aubg o 7 Flush+Reload ¥4°] 3=+

Table 1. Specific hardware performance events

Name Event description

EXEC Instructions per nominal CPU cycle

1PC Instructions per CPU cycle

FREQ | Relation to nominal CPU frequency

Relation to nominal CPU frequency

AFREQ while in active state

L3MISS | L3(read) cache misses

L2MISS | L2(read) cache misses

L3HIT | L3(read) cache hit ratio

Number of L3(read) cache misses

L3MPI . .
per instruction

LoMPI Number of LZ(I'ead) cache misses
per instruction

READ Bytes read from main memory
controller

WRITE Bytes written to main memory

controller
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Table 2. Accuracy for Spectre attack and key
attack on AES

Attack | Model | Normal | Video MP3
SVM 0.9989 | 0.9956 | 1.0000
Spectre | RF 1.0000 | 0.9922 | 1.0000
MLP 0.9990 | 0.9943 | 0.9997
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MLP 0.8927 | 0.9743 | 0.9527
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Table 3. Comparison of detector on cache-based side channel attacks

IPC, AFREQ

(Speatre, AES)

Detector Tools Performance Target Machine Accuracy(A)
counters attacks Learning model /F-score(F)
. Flush +Reload ANN N
Chiappetta et al.(10) | Perf |L3_MISS Prime+ Probe (AES. ECDSA) =0.93~1.0(F)
Flush+Reload
Mushtag et al.(11) | PAPI |L1_MISS, L3 MISS |. o0 0%%% 1o ML Models | ~0.95~0.98(A)
Prime+Probe
TOT_INS,L3_MISS, ANN ~(0.99(A)
D ix et al.(12 PAPI - - Flush+Reload
epoix et al.[12] L3 ACCESS, USRI (Spectre) ~0.97(F)
L1~L3MISS, IPC, Flush+Reload Softmax _
Cho et al.[13] PCM | PETIRED BRANCH |Prime+Probe | Clsssification | 002 0-98(&)
L2_MISS, L3_MISS SVM, RF, MLP
Our method PCM - - Flush+Reload =0.95~1.0(A)
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